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DETAILED ACTION 



1 . Claims 1-11 have been examined. 



Specification 



2. The disclosure is objected because of the following informalities: 

• On page 1, the last line a a cable modem or "CM", has been mentioned with 

respect to figure 1, nevertheless the disclosure did not indicate or give a reference to indicate 
the location of the Cable Modem or a CM" on figure 1. 



Claim Rejections - 35 USC §102 



3. The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form 

the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, 
published under section 122(b), by another filed in the United States 
before the invention by the applicant for patent or (2) a patent granted on 
an application for patent by another filed in the United States before the 
invention by the applicant for patent, except that an international 
application filed under the treaty defined in section 351(a) shall have the 
effects for purposes of this subsection of an application filed in the 
United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English 
language . 
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4. Maim 1 is rejected under 35 U.S.C. 102(e) as being anticipated by Kalmanek, Jr. et al. 
(hereinafter referred to as Kalmanek) (U.S. Patent No. 6,483,912). 

5. As per claim 1 . Kalmanek discloses a method of Quality of Service Signaling in a 
system for cable telephony using one or more packet data networks, comprising the steps of: 

• Encrypting, at an Internet Protocol Digital Terminal, a Dynamic 

Quality of Service signaling message; and ( Column 6, lines 17-26) ( As explained on 
submitted disclosure on page 2, ref. Num [0005], lines 12-15, "an Internet Protocol 
Digital Terminal" is a device that is connected to the IP network to send signals to 
and receive signals from a "CMTS/ER". The office interpreted the "Gate Controller" 
which is shown on figure 1 as an Internet Protocol Digital Terminal" since it is a 
device that is connected to IP network which is shown on figure 1, ref. Num "100" 
and send signals to and receive signal from a "CMTS/ER". The "Network edge 
device" which is shown on figure 1, ref. Num "120" and "121", performs the task of 
"CMTS/ER" as explained on column 5, lines 7-26. Accordingly, as explained on 
column 6, lines 17-26, the dynamic quality of service signaling message which 
includes different information. Such information is explained to be encrypted and 
sent to the "TIUS" which is also called BTIs as explained on column 5, lines 41-44, 
from the "Gate controller" as explained on column 6, lines 17-26 and this meets the 
recitation of this limitation) 



• Transmitting; a signaling message including said encrypted Dynamic 
Quality of Service signaling message to a Broadband Telephony Interface. (Column 
6, lines 17-26) 
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Claim Rejections - 35 USC §103 



6. The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

7. Claim 2 are rejected under 35 U.S.C. 103(a) as being unpatentable over Chapman, 
(hereinafter referred to as Chapman) (U.S. Patent No. 6, 182, 104) in view of Kalmanek, Jr. et al. 
(hereinafter referred as Kalmanek)( U.S. Patent No. 6,483,912) 

8. As per claim 2. Chapman discloses a method of Quality of Service Signaling in a 
system for cable telephony using one or more packet data networks, comprising the steps 
of 

• Receiving, at a Cable Modem Termination System, a signaling 

message including an encrypted Dynamic Quality of Service signaling message from a 
Broadband Telephony Interface or "CM" or cable modem in connection with a request to 
change access by said Broadband Telephony Interface to network resources; (column 9, 
lines 7-23; column 2, lines 41-46; column 4, lines 45-52). (the request to change access by 
"CM" cable modem to network resources meets the recitation of this limitation and the 
packet that includes the quality of service message is encrypted as explained on column 4, 
lines 45-50.) 
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Furthermore, Chapman further discloses controlling, access by said 
Broadband Telephony Interface or "CM* or cable modem to network resources in 
accordance with the, results of or the decision made by CTMS by checking the 
authorization of the request which comes from the Broadband Telephony Interface or "CM" 
or cable modem (Column 9, lines 15-22) 

Chapman does not explicitly teach 
• Attempting to decrypt said encrypted Dynamic Quality of Service signaling 

message; and controlling, access by said Broadband Telephony Interface to network 
resources in accordance with the, results of said decryption attempting step. 
However, Kalmanek, in the same art of endeavor discloses that BTIs or Broadband 
Telephony Interface sends a trace message containing its own authentication 
information to the gate controller and the gate controller verifies the connection 
information or request by decrypting and checking the signature, (column 53, lines 55- 
62) 

It would have been obvious to one having ordinary skill in the art, at the time the 
invention was made, to add the features of decryption and checking the authorization 
request of the Broadband Telephony Interface to control the access as per teachings of 
Kalmanek into the controlling change access request verification method as taught by 
Chapman in order to decrypt and verify the encrypted authorization request before 
granting control change access to the Broadband Telephony Interface. 



9. Claims 3-5 an^ 9-1 1 are rejected under 35 U.S.C. 103(a) as being unpatentable 
kalmanek, Jr. et al. (hereinafter referred as Kalmanek)( U.S. Patent No. 6,483,912) in view of 
Chapman, (hereinafter referred to as Chapman) (U.S. Patent No. 6,182,104) 
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10. As per claim 3 and 9> Kalmanek discloses a method of Quality of Service Signaling in 
a system for cable telephony using one or more packet data networks, comprising the steps of 

• Encrypting at an Internet Protocol Digital Terminal, a Dynamic 
Quality of Service signaling message using an encryption key; ( Column 6, lines 17- 
26) ( As explained on submitted disclosure on page 2, ref. Num [0005], lines 12-15, 
"an Internet Protocol Digital Terminal*' is a device that is connected to the IP 
network to send signals to and receive signals from a "CMTS/ER". The office 
interpreted the "Gate Controller" which is shown on figure 1 as an Internet Protocol 
Digital TerminaT since it is a device that is connected to IP network which is shown 
on figure 1, ref. Num "100" and send signals to and receive signal from a 
"CMTS/ER*. The "Network edge device" which is shown on figure 1, ref. Num "120" 
and *12r, performs the task of "CMTS/ER" as explained on column 5, lines 7-26. 
Accordingly, as explained on column 6, lines 17-26, the dynamic quality of service 
signaling message which includes different information. Such information is 
explained to be encrypted and sent to the "TIUS* which is also called BTIs as 
explained on column 5, lines 41-44, from the "Gate controller* as explained on 
column 6, lines 17-26 and this meets the recitation of this limitation) and 

• Transmitting a signaling message including said encrypted Dynamic 
Quality of Service signaling message from said Internet Protocol Digital Terminal to 
a Broadband Telephony Interface; (Column 6, lines 17-26) 

Furthermore 

• Kalmanek, discloses that BTIs or Broadband Telephony Interface 
sends a trace message containing its own authentication information to the gate 
controller and the gate controller verifies the connection information or request by 
decrypting and checking the signature, (column 53, lines 55-62) 
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Kalmanek does not explicitly teach 

• Transmitting a signaling message including said encrypted Dynamic Quality 
of Service signaling message from said Broadband Telephony Interface to a Cable 
Modem Tennination System in connection with a request to change access by said 
Broadband Telephony Interface to network resources; 

• Controlling access by said Broadband Telephony Interface to network 
resources in accordance with the results of said decryption attempting step. 
However, Chapman, in the same art of endeavor discloses 

• Receiving, at a Cable Modem Termination System, a signaling message 
including an encrypted Dynamic Quality of Service signaling message from a 
Broadband Telephony Interface or "CM* or cable modem in connection with a 
request to change access by said Broadband Telephony Interface to network 
resources; (column 9, lines 7-23; column 2, lines 41-46; column 4, lines 45-52). (the 
request to change access by "CM" cable modem to network resources meets the 
recitation of this limitation and the packet that includes the quality of service 
message is encrypted as explained on column 4, lines 45-50.) 

• Furthermore, Chapman further discloses controlling, access by said 
Broadband Telephony Interface or "CM" or cable modem to network resources in 
accordance with the, results of or the decision made by CTMS by checking the 
authorization of the request which comes from the Broadband Telephony Interface 
or "CM" or cable modem (Column 9, lines 15-22) 

It would have been obvious to one having ordinary skill in the art, at the time the 
invention was made, to add the features of controlling change access request 
verification method as per teachings of Chapman into the encryption and decryption 
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method for checking the authorization request of the Broadband Telephony Interface as 
taught by Kalmanek in order to request change access by Broadband Telephony 
Interface to the network resources. 

1 1 . As per claim 4 and 10. the combination of Kalmanek and Chapman discloses the 
the method as applied to claims 3 and 9 above. Furthermore, Kalmanek discloses the 
method wherein said encrypted Dynamic Quality of Service signaling message transmitted 
in step (b) is part of a Create Connection (CRCX) or Delete Connection (DLCX) message, 
(column 32, lines 47-50) 

12. As per claim 5 and 11 . the combination of Kalmanek and Chapman discloses the 
the method as applied to claims 3 and 9 above. Furthermore, Chapman discloses the 
method wherein said encrypted Dynamic Quality of Service signaling message transmitted 
in step (c) is part of a Dynamic Service Addition Request (DSA-REQ) or Dynamic Service 
Delete Request (DSD-REQ) message. (Column 5, lines 50-61) 

13. Claims 6-8 are rejected under 35 U.S.C. 103(a) as being unpatentable kalmanek, Jr. et 
al. (hereinafter referred as Kalmanek)( U.S. Patent No. 6,483,912) in view of Chapman, 
(hereinafter referred to as Chapman) (U.S. Patent No. 6,182,104) further in view of Heer et al 
(hereinafter referred as Heer) (U.S. Patent No. 6,028,933) 

14. As per claim 6, t he combination Kalmanek and Chapman discloses the method as 
applied to claims 3 above. Furthermore, Kalmanek discloses 

Encrypting, at an Internet Protocol Digital Terminal, a Dynamic Quality of Service 
signaling message; and ( Column 6, lines 17-26) ( As explained on submitted 
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disclosure on page 2, ref. Num [0005], lines 12-15, "an Internet Protocol Digital 
Te rmin al" is a device that is connected to the IP network to send signals to and 
receive signals from a "CMTS/ER". The office interpreted the "Gate Controller 7 ' 
which is shown on figure 1 as an Internet Protocol Digital Terminal" since it is a 
device that is connected to IP network which is shown on figure 1, ref. Num "100" 
and send signals to and receive signal from a "CMTS/ER". The "Network edge 
device" which is shown on figure 1, ref. Num "120" and "121", performs the task of 
"CMTS/ER" as explained on column 5, lines 7-26. Accordingly, as explained on 
column 6, lines 17-26, the dynamic quality of service signaling message which 
includes different information. Such information is explained to be encrypted and 
sent to the "TIUS" which is also called BTIs as explained on column 5, lines 41-44, 
from the "Gate controller* as explained on column 6, lines 17-26 and this meets the 
recitation of this limitation) 

The combination of Kalmanek and Chapman does not explicitly teach encryption 
key is a private encryption key and said decryption key is a public encryption key 
for use in a system of public key cryptography. 

However in the same art of endeavor Heer discloses implementing creation and 
verification algorithms with unidirectional and asymmetric public key 
algorithm. (column 3, lines 41-44) 

It would have been obvious to one having ordinary skill in the art, at the time the 
invention was made, to combine the use of public key cryptography as per teachings of 
Heer into the encryption and decryption method taught by the combination of 
Kalmanek and Chapman in order to secure the communication. 



15. As per claim 7 and 8, the combination Kalmanek and Chapman discloses the method 
as applied to claims 3 above. Furthermore, Kalmanek discloses 



Application/Control Number: 09/840,4 92 Page 10 

Art Unit: 2132 

Encrypting, at an Internet Protocol Digital Terminal, a Dynamic Quality of Service 
signaling message; and ( Column 6, lines 17-26) ( As explained on submitted 
disclosure on page 2, ref. Num [0005], lines 12-15, "an Internet Protocol Digital 
Terminal" is a device that is connected to the IP network to send signals to and 
receive signals from a "CMTS/ER". The office interpreted the "Gate Controller 7 ' 
which is shown on figure 1 as an Internet Protocol Digital Terminal" since it is a 
device that is connected to IP network which is shown on figure 1, ref. Num "100" 
and send signals to and receive signal from a "CMTS/ER". The "Network edge 
device" which is shown on figure 1, ref. Num a 120" and "121", performs the task of 
XMTS/ER" as explained on column 5, lines 7-26. Accordingly, as explained on 
column 6, lines 17-26, the dynamic quality of service signaling message which 
includes different information. Such information is explained to be encrypted and 
sent to the TIUS" which is also called BTIs as explained on column 5, lines 41-44, 
from the "Gate controller" as explained on column 6, lines 17-26 and this meets the 
recitation of this limitation) 

The combination of Kalmanek and Chapman does not explicitly teach the step of 
distributing and generating said keys. 

However in the same art of endeavor Heer discloses steps of distributing keys 
(Column 27, lines 29-49) and generating keys (Column 26, lines 31-47) 
It would have been obvious to one having ordinary skill in the art, at the time the 
invention was made, to combine the steps of generating and distributing keys as per 
teachings of Heer into the encryption and decryption method taught by the combination 
of Kalmanek and Chapman in order to create and distribute a key. 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Samson B Lemma whose telephone number is 571-272-3806. 
The examiner can normally be reached on Monday- Fridary (8:00 am— 4:30 pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, BARRON JR GILBERTO can be reached 571-272-3799. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 



Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



872-9306. 



SAMSON LEMMA 





GILBERTO BARRON 
SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CENTER 2100 



